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Introduction
This paper seeks to address the impact of the changing data protection landscape in Brazil, looking specifically at the similarities and differences between
the European GDPR (General Data Protection Regulation) and Brazil’s LGPD
(Lei Geral de Proteção de Dados). The significance of obtaining an adequacy
agreement with the European Union is addressed alongside the next steps to
achieving this milestone. Questions such as how to effectively communicate
privacy policy and how can organisations and regulators work together will also
be reviewed.
The new Brazilian data protection legislations, combined with the rapid technology adaptations that they require companies to make, introduced during
the COVID-19 pandemic, have represented an additional challenge to the leadership teams of Brazilian companies in the last year. Often a lack of clarity and
alignment between IT and Legal departments have made it even more difficult
to determine the right balance in terms of business strategy, priorities, and risks
when adopting the new policies. For the first time, regardless of the industry,
board of companies have had to include a permanent representative from IT
departments for Governance and Strategic purposes.

How real is the public’s
concern over privacy?
The public’s concern for privacy is significant and it
continues to grow with every next high-profile data
breach that occurs. Personal data is information related
to an identified or identifiable individual that includes
any information that identifies or can identify a person
such as names, phone numbers, identification codes or
addresses. Sensitive personal data is any personal data
related to the racial ethnic origin of an individual religious belief public or religion philosophical or political
organisation data related to health sex life genetics or
biometrics when linked to an individual.
According to studies carried out across consumers in
France, Germany, Italy, the UK and the USA, 80% of
respondents said lost financial and banking data was
their top concern. Unsurprisingly, lost security information, such as passwords, and identity information,
such as passports and driving licenses, was cited as a
concern of 76% of those surveyed. Perhaps worryingly,
the study also showed that over half of the respondents would blame the company that deals with their
data for the loss of privacy, in event for breach, but not
the hacker themselves.
Consumers have also clearly indicated that they are
not willing to forgive a company that has incurred a
privacy break, with over 70% of USA survey participants stating they would boycott a company that appeared to disregard the protection of their data. Not
that long ago a breach that compromised the data of
a few million people would have been big news, now
breaches that affect hundreds of millions or even billions of people are far too common.
The two largest data breaches of this century alone
saw personal data stolen from 3.5 billion people. An
additional challenge faced in current times is extensive
use of biometrics and biometric identifiers, which are
immutable, and generally used without caution. Biometric and Genetic data are taken into account in both
GDPR (as a Specific Topic) and LGPD (under “Sensible
Data”).or even billions of people are far too common.

What data protection laws are in place
in Europe and Brazil?
GDPR is a regulation that requires businesses to protect the personal data and privacy of EU citizens for transactions that occur within
EU member states. Companies that collect data on citizens in the EU
countries need to comply with the strict rules around protecting customer data. The GDPR, adopted in 2016 by the European Parliament,
sets out the standard for consumers rights regarding their data. Companies require the same level of protection for things like an individual’s IP address or cookie data as they do for their name address and
identification number.
Any company that stores or processes personal information about EU
citizens with the EU states must comply with GDPR, even if they do not
have a business presence within the EU. When they came into force
GDPR requirements forced many oversees companies to change the
way they process, store and protect customers personal data. Fines
of up to $20 million or 4% of annual revenue, whichever is higher,
can be imposed on US companies failing to meet GDPR regulation.
Companies are allowed to store and process personal data but only
when the individual consents and for no longer than is necessary for
the purposes for which the personal data is processed. In 2018 when
the rules came into force a survey conducted amongst US C-level
executives showed they believe the worst hit industries would be the
technology sector, followed by software companies, financial services,
and online services/SaaS (Software as a Service). Interestingly, if you
make data anonymous such that it is never possible to identify individuals, even when combined with other information which is available to the receiver, it is no longer considered personal data and this
means that the restrictions do not apply and you are free to transfer

the anonymised data outside the EEA (European Economic Area). It is
worth noting though that the beneficiary cannot be the same party
that is responsible for anonymising the data.
In order to do business with the EU when it comes to data transfers, the
EU requires an adequacy agreement to be in place, which effectively
says a third country’s equivalent regulation is of a high standard. Such
adequacy decisions have been made with Canada, New Zealand and
Japan to name a few but in South America, only Argentina and Uruguay have adequacy decisions so far. A good example to consider is
a European company intending to expand its services to Canada and
Brazil. The first step would be to check whether those third countries
are subject to an adequacy decision. In this example Canada has been
declared adequate and you would be able to transfer personal data
there without any additional safeguards, but for transfers to Brazil,
which is not the subject of adequacy decision, the company would
have to frame its transfers by providing appropriate safeguards. The
list of appropriate safe-guards includes binding corporate rules and
standard contractual clauses. Obviously, the move to put in place a
stringent and robust data privacy system in Brazil in order to achieve
an adequacy agreement has been pressing for some time.
Brazil sanctioned its own general data protection laws in 2018 which
subsequently came into effect in February 2020. Between political turnover and the Covid-19 pandemic implementation of the LGPD has
proved to be challenging. On August 26th the country’s Senate put a
stop to further deferrals of the LGPD. It rejected a Presidential Measure which would have delayed the effective date of the LGPD until
2021. The Federal Government of Brazil has also approved the creation of the Autoridade Nacional de Proteção de Dados (“ANDP”), the
country’s data protection authority, responsible for the enforcement
of the LGPD. The creation of the ANDP, and its eventual formation, are
the last steps in what has been a multi-year political battle to manage
the enactment and enforcement of the LGPD.

Brazil’s LGPD laws attempt to unify the previous >40 different statutes that governed personal data, both
online and offline, by replacing certain regulations and supplementing others. The LGPD law looks a lot
like Europe’s GDPR regulations and even maintains a similar article and chapter numbering system for
ease of reference. Another similarity is that LGPD applies to any business or organisation that processes
the personal data of people in Brazil, regardless of where that business or organisation might be located.
All companies who collect or process the data of individuals residing within Brazil or that offer goods and
services in Brazil must adhere to the LGPD. The mirroring that the Brazilian Government has adopted with
European Legislation and rulings has become a pattern when it comes to Digital Policies. Two relevant
examples are the Dematerialization (lei de desburocratização from March the 18th 2020) decree that
sets the requirements for digitalizing/scanning documents and maintaining their legal value and the Advanced Electronic Signature explicitly based upon EU’s eiDAS 910/2014 normative. Both are “ipsis litteris”
the EU’s rules, which sets a path of better visibility in terms of Brazilian courts interpretations and rulings.
Brazil’s new data protection law also has an extraterritorial effect, meaning that it applies to companies that
do not have a physical presence in the country. Foreign companies who sell their platforms or services to
Brazilian consumers (often in a manner that allows them to bill customers in a way that avoids local taxes
and legal obligations) should prepare for compliance with the LGPD. Application of the LGPD will require
a culture shift towards transparency, many employers in Brazil operate in a belief system that fosters
secrecy when inquiring about personal data. According to Ryan Christensen, Director of Latin America at
HireRight, a global background verifications firm, “In Brazil, it’s not uncommon for an employer to perform a background check without the knowledge or appropriate consent from a job applicant. The LGPD
is likely to force a culture shift where employers must be transparent with their candidates in collecting
and using their data.” And interestingly, extraterritorial applications hold true regardless of the nationality
of the data subjects. So, an American company processing the data of an American in Brazil will still need
to be compliant with the LGPD.

Both the GDPR and the LGPD provide for the transfer of personal data to third countries or international organisations only on specific grounds. Both pieces of legislation recognise the concept
of adequacy, and LGPD’s first conditions for international transfer are:
1. For countries or international organizations that provide a degree of protection of
		 personal data adequate to that provided for in LGPD
2. When the controller offers and proves guarantees of compliance with the principles,
		 the rights of the holder and the data protection regime provided for in LGPD, in the form of:
			 a) Specific contractual clauses for a given transfer;
			 b) Standard contractual clauses;
			 c) Global corporate standards;
			 d) Stamps, certificates and codes of conduct regularly issued.
Other legal grounds can also apply for international transfer of data.
In the case of the LGPD these include:
1. When the transfer is necessary for international legal cooperation among law enforcement
		 agencies, in accordance with instruments of international law;
2. When the transfer is necessary to protect the life or physical safety of the data subject
		 or of a third party;
3. When the data subject has given a specific and outstanding consent for the transfers;
4. When the transfer is necessary for the execution of a contract or preliminary procedures
		 related to a contract;
5. When the transfer is necessary for the regular exercise of rights in judicial, administrative or
		 arbitration procedures;
6. When the transfer is necessary for the execution of a public policy or legal attribution
		 of public service.

Despite the high level of similarity in the core of the provision, the GDPR includes more prescriptive
requirements on legal conditions for transferring personal data; overall though, the provisions for data
transfers between the two legislations are considered by experts at Data Guidance by OneTrust to be
“fairly consistent”.
Speaking of international transfers, it is worth noting that in July 2020, the European Court of Justice
(CJEU) struck down the Privacy Shield that secured unrestricted EU-US data flow on the grounds that
personal data transferred to and stored in the US could not be guaranteed an adequate level of data
protection as that under the GDPR. This means that services or applications running on US Data Centers,
(e.g. American Cloud, Cloud Hosted Software providers or European Companies that host their services,
storages, databases etc. in US Data Centers or that consume a US Cloud provider) are not compliant with
GDPR – or LGPD. The impact of this ruling was so significant to Cloud Providers based in Virginia that it led
to the start of a movement towards a change in privacy regulations, although this is insufficient in terms
of coverage and extension - as they are still subject to National Laws.

Noting how dependent Brazilians are on US Cloud Providers, both for corporate and personal use,
this ruling created a significant issue. 80% of Brazilian companies or individuals that consume Cloud
Services (AWS, Microsoft Azure or One Drive, GOOGLE or Google Drive, Dropbox, etc.) run in US Data
Centers - typically Virginia and Miami because they offered the lowest latencies. The average overprice
for bringing these applications (as a service) is 65% + Local Tax (+/- 30%), hence the price effectively
doubles. With the recent exchange rate fluctuations, the Brazilian Real has suffered, and it would be
unrealistic to assume companies would foot this bill (rather take the risk). European Cloud Players are
as cheap and performant as US ones, but they have always been impracticable because of the higher
latencies to reach them, but now, we can tell Brazilian businesses that seek compliance (or seek minimizing Auditor’s Provisions or legal penalties in case of a Data Breach) that they can move their Cloud
Services to Europe, maintain the latency they’ve always had by using the EllaLink network, and gain
legal protection.
The GDPR provisions on research are more flexible than those of the LGPD. In particular, the LGPD
provides for a restrictive definition of a ‘research body’, while the GDPR states that scientific research
should be interpreted in a ‘broad manner.’ Under the GDPR, the processing of personal data for scientific research purposes should be interpreted ‘in a broad manner including for example technological
development and demonstration, fundamental research, applied research and privately funded research.’ Under the LGPD, a ‘research body’ is defined as the ‘body or entity of the public administration
or legal entity of non-profit private organisation, with headquarters and jurisdiction in Brazil, which
includes in its institutional mission or its corporate or statutory objective basic or applied research
of historical, scientific, technological or statistical nature’. The legal basis of ‘research’ is only valid for
studies conducted by research bodies that meet the definition mentioned above. Therefore, under the
LGPD, entities that undergo research to obtain economic advantages cannot rely on the research
legal basis to process personal data.

It is important to note that a significant difference between Europe and Brazil is that for Proven Good
Practise, or for Legal Guarantees, the European Union has established (and obliged in some cases)
the use of Digital “Trust Services”, mainly for Electronic Identity and Legal Digital Archiving purposes.
Similar initiatives should happen soon in Brazil, recognising “Third Parties for Trust”.
Brazil’s Data Protection Authority will not begin enforcing the LGPD until August 2021 and fines are
significantly smaller than those which can be applied under GDPR. Penalties for noncompliance can
be up to 2% of a private legal entity’s revenue in Brazil for the prior fiscal year up to 50 million Reais,
although it is not yet known to what degree the ANDP will impose such fines. The Brazilian LGPD
imposes less specific and restrictive deadlines for reporting security breaches than the GDPR. While the
GDPR imposes a 72-hour deadline for informing the competent authority of an incident that puts the
right and freedoms of individuals at risk, the Brazilian Act just requires breaches to be reported within
a reasonable period, without specifying more details. The LGPD emphasises the importance of real
proven efforts, sacrifices, investments, data governance procedures, proven procedures demonstrating
engagement with Data Protection as the true criteria for data breaches and legal penalties.
Notably the ANPD’s budget has not yet been finally approved, which may slow down an adequacy
decision from the European Union, who will be prudently waiting for effective implementation of penalties under the LGPD next year and the gradual launch of the ANPD’s oversight powers, as well as
additional regulations. Obtaining an adequacy decision from the EU would mark a key milestone in
data protection provisions for Brazil.

Physical separation requirements Preparing for the LGPD
As Brazilian companies move towards effecting the LGPD some long standing cultural norms will need
to fall by the wayside to achieve compliance. A data protection culture requires a significant change in
the mindset of employers, employees and the general public at large. Many Brazilians are unaware of
their data rights and are accustomed to providing information without knowing how it will be used. It is
however also worth noting that employees vs. employer fines are marginal when compared to a loss of
business credibility and reputation, or potential customer lawsuits, or indirect impacts of wrongdoings
by their operators (third parties/suppliers) for issues relating to data protection.
In a similar mechanism to the measures put in place by European companies, Brazilian employers should
already be preparing for the LGPD as follows:
•

Appoint a Data Protection Officer

Employers should appoint a Data Protection Officer (DPO) whose purpose is to act as an intermediary
between the employer and its employees, and the ANDP. The DPO’s function can be managed by an
individual within the company or a third-party. However, it is unclear if the DPO must be based in Brazil
which is particularly relevant for international organisations.
The DPO should be clearly identified on the employer’s website and prominently listed on employment
applications, background verification disclosures, or other documents where an individual’s personal
or sensitive data is requested. Their activities, amongst other things include accepting complaints from
data subjects, provision of clarifications and to instruct employees and contractors on the practises to
be adopted in relation to personal data protection.
•

Assess your data

Employers need to understand the specific types of data that their business collects, the purpose for
collecting that data and how the information is managed and used. Under LGPD, personal data should
only be retained by the data controller for as long as necessary to achieve the purpose for which it
was collected. Therefore, many employers will need to purge their systems of data that are no longer
relevant. Data mapping exercises are the best way for companies to perform this review.
•

Revise disclosures and authorisations

Employers should prepare compliance documentation that aligns with the LGPD requirements. A disclosure that identifies the specific legal basis for collecting and processing data. and is unambiguous in its
intent or reach, must be presented to the data subject before processing their data.
Consent must be freely given by a data owner and can be withdrawn at any time. An employer cannot
retaliate against an individual who refuses to give consent, and data owner must be apprised of the
consequences of not consenting.
It is very important in this case, when asking for formal employer’s or customer’s consent, that the
company maintains a very clear, rich and organised record of the consent. These will need to be easily retrievable in case a customer requests them or a lawsuit occurs. Our understanding is that these
consents should be directly deposited in an electronic archiving system with Legal Probatory value and
Time Stamping technology. To show transparency and good practices, these consents plus all of the
customer’s data after a contract ends, should be kept by a specialised compliant third-party archiver.

•

Review requirements for data processing agreements

Although the LGPD does not explicitly require data processing agreements between employers and
their suppliers/service providers, many employers may choose to request data processing agreements
to clearly outline the responsibilities of all parties involved in the collection, use, and management of a
data owners personal information. The Controller has a legal solidarity/co-responsibility with regards to
any data breaches or misuse by their suppliers or service providers.
Employers who choose not to put data protection agreements in place should still engage with their
suppliers to understand their policies and processes, and to ensure that they are also ready to comply
with the LGPD.
•

Keep up with change

As we move towards enforcement in August 2021, the ANDP will be issuing official guidance on the
implementation of the LGPD. Companies should stay abreast of developments and rules to avoid uncertainty and penalties.
Keeping up and complying with the latest data privacy laws can be a complex challenge for global
businesses. The data privacy landscape is continuously evolving as more nations expand regulations to
protect their citizens. Employers and law firms need to remain fleet of foot to avoid fines and penalties.

Effective Privacy Communication
People need to be informed, but it does not help to give people too much information (click fatigue can turn users off). Being meaningfully informed helps people make the right choices about
participating on-line and sharing their data. Recently content providers have noted that privacy
information has to be relevant to people’s needs and expectations, understandable, accessible
and simple. Privacy policies are often written by lawyers, and although they might satisfy the law,
they can be full of legalese or simply confusing. Applying these policies to the information you
are going to share on a website can be hard for the average internet user.
Many of the content providers have worked to try and make privacy notices more user-friendly
and regulators in some parts of the world have given guidance on good notification practises
(use of clear and plain language for example). There has also been guidance from regulators
on aspects such as designing good notices for children. Effective communication about privacy
also means recognising, and designing for, the diversity of people who use digital services and
how people understand and interact with evolving technologies such as connected devices and
artificial intelligence. Experts have identified the principles around each of the items below to help
organisations effectively communicate about privacy:
•
		

Comprehensiveness – privacy notifications should be complete enough to provide
a comprehensive summary of an organisation’s data practise.

•

Comprehensibility – Make important information easy to understand.

•

Prominence – notifications should be clear and attract people’s attention.

•

Standardised – information should be consistent across platforms.

•

Contextual –design notifications in a way that is consistent with their environment.

Improvements to technology challenge historic approaches to effective communications with
people, and companies and regulators need to keep up with changing times in order to ensure
that privacy messages are being effectively conveyed. Newer technologies such as artificial intelligence, connected devices, and virtual and augmented reality promise improvements in the way
people interact with information and with each other. These technologies also present opportunities for communicating with people about privacy and empowering them in new ways, but
because many of these technologies were not foreseen at the time when a lot of today’s practises
around transparency were adopted, they raise new questions about how to apply conventional
approaches to new tech. Privacy policies may not be meaningful or even possible in the context of
an in-home device for example. AR and VR devices are processing information such as a person’s
physical location in a space, or a person’s physical characteristics, some of which people might
consider sensitive or particularly private. Companies using new technology are challenged to find
innovative ways to convey privacy policy and ensure transparency and utilise their technology to
minimise the privacy impact of their consumers.

(6)

Conclusions
Brazil’s adoption of the LGPD will greatly enhance privacy and data protection of Brazilian citizens. LGPD
allows international data transfers to countries with equivalent data protection regulations meaning that
Brazilian data can be transferred to any GDPR compliant European Data Center, software or cloud service
provider (although a formal consent is recommended it is not required).
FRENCH GUIANA

Brazil’s LGPD aligns the privacy ecosystems between Europe and Brazil meaning that once an adequacy
decision is in place, in accordance with GDPR, information can flow simply and directly between Europe and
Brazil through the EllaLink cable system.
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Data breaches are real, significant and must be protected against. One only needs to look at data breaches
over the last 12 months, or the recent cyberattack on Microsoft to understand this is not a case of ‘if’ but
‘when’.
There is still a significant amount of work to be done within Brazil to successfully adopt the practises required
by the LGPD. Organisations will need to put effort into improving transparency and data privacy policies and
may be required to adopt a change in cultural practises. Significant penalties may apply to companies who
do not follow LGPD legislation, but the authorities will take into account “all proven efforts and adequations”
to minimise potential fines/sanctions that might occur. It is also important to note that LGPD or GDPR are just
legal regulations, the real risk companies face in today’s digital world is that if a Data Breach were to occur,
the impact on credibility and reputation could be extremely significant. Furthermore, lawsuits and indirect
compensation, for lawsuits your Operators (suppliers/third parties) don’t have the financial capacity to settle,
can be sizeable. The essence of all these data laws is to establish the limits, to force proven good practices
and to ensure “Digital and Technological Respect and Ethics” apply between companies and society.
The effective communication of privacy policy is very important and the debate around how to do this
continues. Organisations have not only a legal but also a social responsibility to ensure users, customers and
consumers personal data is protected.
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